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SeNTRAWATCH

Centralized Monitoring. Decisive Action




License Agreement

Please read the fellowing important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

SENTRAWATCH - EMD USER LICEMNSE AGREEMEMT (EULA)

Last Updated: February 2026

IMPORTAMNT: PLEASE READ THIS AGREEMENT CAREFULLY BEFORE INSTALLING OR USING
SEMTRAWATCH.

By installing, copying, or otherwise using SentraWatch ("the Software"), you agree to be
bound by the terms of this End User License Agreement ("Agreement"). If you do not agree to

SENTRRWRTEH the terms of this Agreement, do not install or use the Software,

1. EDUCATIOMAL PURPOSE DISCLAIMER
This Software has been developed strictly for EDUCATIOMNAL and ACADEMIC purposes as part
of a college project. SentraWatch is a Remote Monitoring and Administration (RMM] platform

SentraWatch_Setup_v1.0

()| accept the agreement

© | do not accept the agreement

| et Cancel

SentraWatch — Admin .exe Setup



Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing SentraWatch Admin,

then click Mext.

Additional shortcuts:
B Create a desktop shortcut
B Create Start Menu shortcuts

Back

23-03-2026

Cancel

Ready to Install

Setup is now ready to begin installing SentraWWatch Admin on your computer.

Click Install to continue with the installation, or click Back if you want to review or change any

settings.

Additional tasks:
Additional shortcuts:
Create a desktop shortcut
Create Start Menu shortcuts

Back

Install

Cancel
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Installing
Please wait while Setup installs SentraWatch Admin on your computer,

Extracting files...
C:\Program Files\SentraWatch'_internal\VCRUNTIME140.dlI

Cancel l

Completing the SentraWatch Admin
Setup Wizard

Setup has finished installing SentraWatch Admin on your computer,
0 The applicatiocn may be launched by selecting the installed
shortcuts.

SENTRAWRTCH Click Finish to exit Setup,

Launch SentraWatch Admin

Finish |



Admin Password Setup

) 2FA Setup Required - X

-
B 2dmin Password Setup = >

S-E't Adm in PEI ssword Scan this QR code with your authenticator app
(Google Authenticator, Authy, Microsoft Authenticator, etc.)

Create a password for the admin panel.

Password:

Confirm Password:

Set Password Cancel RAIWHXYMSY632JYRSNBWGNLUSXVBGEZ4

Enter the 6-digit code from your app to verify:

L | | 000000 ’

23-03-2026



Admin Login Panel

) sentraWatch Login = X

& SentraWatich Login

Admin Password:

Client Password:

2FA Code (6 digits):

‘ 000000 ’

D Remember admin password

D Remember this device for 30 days (skip 2FA)

23-03-2026



entraWatch Admin Dashboard

| n SentraWatch Admin = a X

- 5=FT|§AW$TEH Enter URL to open on all connected PCs ]
[ n

utdown - View

u Overview wm  RemoteView g Files mTerminal @System & Apps & USBAlerts @ DNSHistory | Commands [ Tests

& Check for Updates

Connected Clients

Mo clients connected.
Click 'Manual Connect' to add a client.

23-03-2026



~Client Installation — Password Setup

File Machine View Input Devices

Feb 27 17:58

varad@varad-VirtualBox: /media/sf_Sentrawatch/client

Source:

Package list updated
System dependencies installed
X11 configured
Directories created
Files copied
Virtual environment created
Python dependencies installed
- Setting up password protection...

a

This password is required for the Admin panel to connect.

Enter client password: I

You can also just save a password.txt file and it will automatically take that as the password.

23-03-2026




Client Installation Completed

=

File Machine View Input Devices Help

~
X11 configured
Directories created
Files copied
Virtual environment created
Python dependencies installed
- Setting up password protection...

ar

This password is required for the Admin panel to connect.

Enter client password:
Confirm password:

Password protection configured
DNS logging configured

Command history configured
Systemd service created
Firewall configured

Service started

@ Directory:
=) Hostname:
IP:

Port:

K

emctl status sentrawatch
emctl restart sentrawatch

23-03-2026
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Features of SentraWatch

23-03-2026

Feature
Thumbnail Grid View
= Live View
B Screen Broadcast

¢ Remote Control
I File Manager
B Remote Terminal
fi Lock Screen
& DNS Monitoring
B Command History

USB Monitoring

B MCQ Test System

¥ Leaderboard

B PDF Export

4 Auto-Discovery
Power Control

® Open URL on All PCs

4 Clear History

fit Password Protection

fi Two-Factor Auth (2FA)

Description
Real-time thumbnail overview of all connected clients
Full-screen screenshot monitoring of student screens
Share teacher's screen to all student computers
Full VNC-based remote desktop control
Browse, upload, download, and manage files remotely
Execute commands on student computers
Lock student computers during exams
Track all website access (domains visited)
View all terminal commands executed on client
Real-time alerts when USB devices are connected
Create, distribute, and auto-grade MCQ tests
View and publish test rankings to students
Export test results to PDF reports
Automatic detection of clients on the network
Remote shutdown and reboot capabilities
Open a website on all connected clients simultaneously
Clear DNS and command history on clients

Separate admin & client passwords, 3-attempt lockout

TOTP-based 2FA with session management (Google Authenticator compatible)



Thumbnail View

B3 sentraWatch Admin = O X

Selected: varad-VirtualBox (10.97.163.167)
& Scan Network Enter URL to open on all connected PCs... l @ Open Link

u Overview m  Remote View = Fil Terminal g System @ Apps & USBAlerts @ DNS History | Commands g Tests

- SENTRAWATCH

[

= Check for Updates

Connected Clients

d-virtuale @ varad-VirtualBo
@@ varad-vVirtualsox

23-03-2026

13



Live View Real-time screenshot monitoring of student screens ------> Regan,

(s ] Fd

File Machine Input Devices
= SentraWatch

*s B3 ? Online Java Compiler-Pr x = + v =S & &

d ¢ C O 8 programiz.com, w @ signin & =
- g
Stpp copy_pastmg code you don't actually understund. . Become a PRO
o « Build the coding confidence you need to become a developer companies will fight for

Stop copy pasting code you don't actually understand
Build the coding confidence you need to become o developer companies will fight for

?rogramiz Premium Coding

Courses by Programiz

o Jav ?rogramiz

Premium Coding
Courses by Programiz

¥ 2 e
i
4 class watn ¢ 2
4- class Main {
public static void main(String[] 4~ class Main {
args) { 5 public static void main(String[]
6 ystem.out.println("Try args) {
o progra )
= 6 em.out.println("Try
programiz.pro”);
7 }
8 }

BONSELSHME (TN GO RrightCtr

Shashank.

23-03-2026
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Connected Clients

BONESLME SN GO RgneCr

Screen Broadcast Share teacher's screen to all student computers------ > Shashank,
Regan



O sentraWatch Admin - ] X

®m  SentraWatch d: varad-VirtualBox (192.168

& Auto-Discovery: Active i = i Systemr @ Apps x USB Alerts @ DNS History @ Commands [ Tests

Status: Connected to 192.168.0.162:5900

Connected Clients

@ varad-VirtualBox

| Vnc Authentication X

Connected to: ~ 192.168.0.162::5900

Password: |

Connect to view remote desktop

VNC Auth - Varad Shravan

23-03-2026



0 { B3 varad-VirtualBox0 - TightVNC Viewer = O x

SHED I 9 Ao A Qe oK |H Machine  View nput  Devices  Help
a P ]
Files = {3} Home @ = = B X Q Files = ;i Home i@ =|v - & X
) Recent [a) Recent (&)
Starred . . B n % Starred . a n A
A baseel bsu Desktop Music = bsu Desktop Documents  Downloads Music
i Home {3t Home
PeE0R . . E peatne . . .
] Documents Public entra snap soc [® pocuments oscap Pictures Public sentra snap soc
Downloads -: a $ Downloads n . .L a
Music I Music
usb /ideos Templates test usb Videos
7 Pictures (& Pictures
Videos B Videos
n Trash ™ Trash
sf Sentra... 4 ) sf Sentra... 4
usb A £ usb A
VBox_GAs... 4 X (®) VBox_GAs... 4
Other Locations + Other Locations
" D Ju (5] /% 3 Right Cid

Remote Control Full VNC-based remote desktop control------> Shravan, Varad

23-03-2026



File Manager Browse, upload, download, and manage files remotely------> Regan,

Varad

23-03-2026

0

® SentraWatch

+ Manual Conn

Connected Clients

@ varad-VirtualBox

|/

Name
g bin
& bin usr-s-merged
£ boot
& cdrom
£ dev
e ete
£ home
& lib
e lib.usr-Is-merged
- libs4
= lost+found
e media
- mnt
-, opt
- proc
~ root
~ run
- sbin
~ sbin.usr-is-merged
- snap

~ STV

-~ tmp
- usr
- var

M swap.img

40GB

Modified

2026-01-17T13:39

2024-02-26718:28

2026-01-17713:38

2025-08-05723:47

2026-01-18722:25

2026-01-17713:39

2025-09-19722:32

2026-01-17713:38

2024-04-08720:07

2025-09-25T20:08

2025-09-197T22:18

2026-01-03718:54

2025-08-05T22:18

2026-01-03T18:58

2026-01-187T22:25

2026-01-17T18:42

2026-01-18722:25

2026-01-08T22:29

2024-03-31T14:30

202510-09T13:28

2025-08-05T22:18

2026-01-18T22:25

2026-01-18T22:31

2025-08-05T22:18

2025-09-19T22:32

2025-09-19722:27

Permissions
755
755
755
555
755

755

700
755
755
755
555
700
755
755
755
755
755
555
777
755
755

600

W

I

input

Files =

Recent

Starred

1 Home

Desktop
Documents
Downloads
Music
Pictures

Videos

% Trash

»

sf_sentra

usb

»

VBox_GAs...

»

Other Locations

Help
n18 22:33
@ ubuntu
.o . .
bin bin.usr-is- boot
merged

home

opt

snap

LJ

swap.img

cdrom dev

etc

lib lib.usr-is-
merged

lib64 media

mnt

proc root
srv sys

run sbin sbin.usr-is-
merged

tmp usr var
X [B] 0™ 36 &8 I Righ: ¢

18



0 7
File Machine View Input Devices Help

= SentraWatch

4 Manual Connect

Connected Clients

©® varad-VirtualBox

2488 [

Sunday January 18

Lock Screen Lock student computers during exams > Regan,
23032020 Shashank




(8]
® SentraWatch d:vara alBox (192.16 ey P Deces e
J 22 s O )
b L 3 3@ P Online Java Compiler-Pr x = + v = & =
+ Manual C {u_] 28quence d ¢« C 08 programiz.com ing g @ signin & =
Timestamp Type Domain Stop copy pasting code you don't actually understand
Connected Clients Build the coding confidence you need to b a develop: panies will fight for
2026-01-18 17:02:02 HTTPS  www.programiz.com
o vorad Viuakon 2026-01-18 17:02:02 AAAA  www programiz.com R ogramiz T 3 Rr—
0260118770202 A Ve pregRTRLcom ; S 2. How to Create a Website ) 4. 5BestOnline Universities
2026-01-18 17:02:01 AAAA  programiz-fonts b-cdn.net >
2026-01-18 17:02:01 A programiz-fonts.b-cdn.net p m Output O
2026-01-18 17:02:01 HTTPS  cdn.playground-v2 programiz.com
2026-01-18 17:02:01 AAAA cdn.playground-v2 programiz.com G 2 use ti > d_“‘ ta citha oila
2026-01-18 17:02:01 A cdn.playground-v2 programiz.com and run y de onlin
2026-01-18 17:02:01 AAAA fonts programiz.com = 3 )
2026-01-18 17:02:01 HTTPS fonts.programiz.com ‘;' ClaS;u:ilii: itatic void main(‘:rrmg[]
2026-01-18 17:02:01 A fonts programiz.com args) {
2026-01-18 17:02:01 AAAA WWW.programiz.com 6 System. out .printl?( :'T' y
2026-01-18 17:02:01 HTTPS  www programiz.com } POl Pl
2026-01-18 17:02:01 A WWW.programiz.com 8 }
2026-01-18 17:00:36 HTTPS  www.programiz.com >
2026-01-18 17:00:36 AAAA WWW programiz.com 2
2026-01-18 17:00:36 A WWW programiz.com C
2026-01-18 16:57:14 AAAA programiz-fonts.b-cdn.net -
2026-01-18 16:57:14 A programiz-fonts.b-cdn.net
2026-01-18 16:57:14 HTTPS  cdn.playground-v2 programiz.com
2026-01-18 16:57:14 AAAA cdn.playground-v2 programiz.com
2026-01-18 16:57:14 A cdn.playground-v2 programiz.com
2026-01-18 16:57:14 HTTPS  fonts.programiz.com
2026-01-1816:57:13 AAAA fonts programiz.com
2026-01-18 16:57:13 A fonts programiz.com
2026-01-18 16:57:13 HTTPS  www programiz.com
- BONESMEEN

DNS Monitoring Track all website access (domains visited)------>
Shravan, Regan

23-03-2026



® SentraWatch G- varac. Vinuamox (192168

tail -1@ ~/.bash_history

Connected Clients 1s -1a ~/.bash_history 1 varad@varad-VirtualBox: ~ o X
74, suo cet ~/.bash_history | tail -5 - - x i
:$ ech Today is 18 Jan 2026.Please give Team RSSV Full
@ varad-VirtualBox 1 1s -1a ~/.bash_history
6. curl http calhost:5695/api/history/commands | python2 -c “import sys,json; d=json.load(sys.stdin); print Today is 18 Jan 2026.Please give Team RSSV Full marks

sudo cp /media/sf_Sentrawatch/client/client.py /opt/sentrawatch/client.py
sudo systemctl restart sentrawatch
history -2

curl http://localhost:5695/api/history/commands | python3 -c “import sy

32 sudo /opt/sentrawatch/venv/bin/python /opt/sentrawatch/client.py 2>&1 | head -2

sudo stemctl restert sentrawstch

sleep 12 # Wait for ExecStartPre sleep

son.load(sys.stadin); print

5. curl http://localhost:5695/api/history/commands | python3 -c “import sys,json; d=
186, echo “hello”™
sudo bash install.sh
source ~/.bashrc
echo "lmao”
sudo bash install.sh
grep -c “api/test/start™ /opt/sentramwatch/client.py
sugo systemctl status sentrawatch
sudo cp /media/sf_Sentrawatch/client/client.py /opt/sentrawatch/client.py
sudo systemctl restart sentrawatch

curl -X POST http://localhost:5695/api/test/start -H "Content-Type: application/json” -0 "{"ig":"test1™,

1 sudo cp /media/sf_Sentrawetch/client/client.py /opt/sentrawstch/client.py

sudo systemctl restart sentrawatch

/sf_sentrawatch/client/client.py Jopt/sentrawatch/client.py
sudo systemctl restart sentrawatch

echo "Today is 18 Jan 2026.Please give Team RSSV Full marks"®

BHONFZLSHEDYN GOrRgecd

Command History View all terminal commands executed on client------> Shravan,
Shashank

23-03-2026



:f Ubuntu (MCQ) [Running] - Oracle VirtualBox
File Machine View Input Devices Help

Optical Drives

% USB Security Information & Event Monitor (SIEM) — _

Audio
Network

l WOTROCNg \ Chamts: | Totm et use > USB Settings..
Shared Folders > Intel Corp. [0001]

Time PC Name IP Address Action Device VID:PID e i Shared Clipboard > Unknown device 202C [0103]

: 5 v SanDisk Cruzer Blad 271

€0 202601-1817:1525  varad-VirtualBo 192.168.0.162 NSERT  SanDisk Cruzer_Blade 0781:5567 Drag and Drop 2 LSS =

w Insert Guest Additions CD image... Jan 2026.Please give Team RSSV Full
@

2
marks" Upgrade Guest Additions..
7 Today is 18 Jan 2026.Please give Team RSSV Full marks

4 s 1l

USB Monitoring Real-time alerts when USB devices are
connected------ > Shashank, Varad

23-03-2026 22



D [ Create New Test

Test Name: [ Project Demo Duration (min):

Questions

01:

l Did you like SentraWatch ? ]
O~a [tsox
O E) l Meeds Improvemnent

(O o |Bestproject

o D) l It Delicioulsy Awesome

— — ——

Q2:

[ What is 141 2 ]

O» [2 I
On |

=+ Add Question

Cancel

MCQ Test Create - Varad, Shashank
23-03-2026



D SentraWatch Admin

® SentraWatch

& Auto-Discovery: Active

= Commands 2

= Export PDF otive

. Saved Tests g Test Preview
Connected Clients

Project Demo
@ varad-VirtualBox

Duration: 10 minutes | Questions: 2

Q1: Did you like SentraWatch ?
A) Its OK
B) Needs Improvement
C) Best Project

v D) It Delicioulsy Awesome

Q2: What is 1+1 ?
VA2
B) 4
c)8

D)0

23-03-2026
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Machine View Input Devices Help

Il Project Demo

Enter your details to begin:

(USH\VIRGRN M 01SU22CF015

p Start Test

BONIT LM TS & BRight il

25
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=

File

Machine View Input Devices Help

M Time: 9:46

Did you like SentraWatch ?

Its O

)
)

> B) Needs Improvement
Best Project

= D) It Delicioulsy Awesome

BOokIFLFME TS S Rght Cil

26
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e

File

Machine View Input

What is 1+1 ?

> B)

Devices Help

& Time: 8:30

Test Su... - m] X

() Name: Varad
USN: 01SU22CF015

Your score: 1/2
Time: 85s

BONIFLSEE NS & B RightCtd ;

27
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O sentraWatch Admin

® SentraWaich

& Auto-Discovery: Active

Connected Clients

@ varad-VirtualBox

‘ ) ) Results: Project Demo

Varad

- —

01SU22CF015

1/2

85s

Status

Submitted

Questions: 2

28
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O sentraWatch Admin

® SentraWaich

& Auto-Discovery: Active

Connected Clients

@ varad-VirtualBox

‘ ) ) Results: Project Demo

Varad

- —

01SU22CF015

1/2

85s

Status

Submitted

Questions: 2

29
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R

Machine View Input Devices Help

Jan 18 22:56

m . Leaderboard: Project Demo =) (= X

Home

€? LEADERBOARD &

marks" & Varad 1/2

Today is 1
IIIHHEHIII

Q = = o

jive Team RSSV Full

X

30
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SentraWaich

Organize v New folder

@ Varad - Personal

Downloads #

! Documents #
& Pictures »
@ Music »

¥ videos *

d: varad-VirtualBox (192.168

> Downloads >

Name

v Today

rE math

FoF 100012133
v Yesterday

E maths_results

E Varad_Milind_Borade
v Last week

- . -
eoF Guidelines

Save as type: | PDE files

A Hide Folders

=+ Create New Test & Push Test to All i View Results g Leaderboard @ Export PDF |
Manual Connect

m, Saved Tests

T
o Tests

g Test Preview

Date modified Type

Microsoft Edge P...

Microsoft Edge P...

26 7:18 PM Microsoft Edge P...

26 11:06 AM Microsoft Edge P...

Microsoft Edge P...

31



& Project Demo_results.pdf 0o X
(© File C:/Users/USER/Downloads/Project%20Demo_results.pdf q;" Chat

(=] s=— Ethical Hacking Ess.. W8 Home | Parivahan... @ 5354 r. Cyber Security Roa... NITK Surathkal [ Other favorites

= MEJ Y v of 1 G) llg)

Test Results: Project Demo

Generated: 2026-01-18 22:57

USN

01SU22CF015

23-03-2026




B3 sentrawatch Admin — m] X

No client selected ©) Reboot | O Shutdown (©)
SENTRAWATCH
- & Scan Network [Enter URL to open on all connected PCs... ] @ Open Link

® Auto-Discovery: Active

ol Overview =  Remote View p5 Files m Terminal gz System @ Apps x USB Alerts @ DNS History g Commands [ Tests

<4 Manual Connect

g Check for Updates

() Restart App No clients connected.
Click '"Manual Connect' to add a client.

Connected Clients

23-03-2026 Restart by Shravan and Varad.Update by Shashank and Regan 33



Conclusion:

*Establishes centralized governance and complete visibility over lab infrastructure
*Strengthens exam integrity through controlled access and monitoring mechanisms
*Enhances faculty oversight with real-time supervision capabilities

*Ensures accountability via structured logging and audit-ready reports

*Reduces system misuse, unauthorized activities, and operational disruptions
*Supports data-driven administrative decisions using monitored insights
*Designed as a scalable, open-source solution adaptable to institutional growth



Thank You
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